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Dynamic risk analysis (DRA) aims to provide updated risk levels during operations of a hazardous facility. One 

of the main objectives of performing a DRA is to support day-to-day operational decisions, primarily for 

preventing major accidents. For this reason, many DRA methods have been developed to include information 

about the status of the safety barriers whose failures can increase the likelihood of a major accident. However, 

DRA is not widely used in industry, and there is no standard that describes DRA approaches and their 

applications. It may therefore be of interest to consider similar concepts and methods addressed in the existing 

standards. This paper focuses on a specific type of safety barriers, safety instrumented systems (SISs), and 

recognized functional standards IEC 61508 and IEC 61511 that give performance requirements to a SIS. In 

particular, SIS performance monitoring in the operational phase according to IEC 61508/61511 can provide 

valuable inputs to DRA applications. 

1. Introduction 

Experience of process accidents such as the explosion at the Buncefield oil depot in 2005 (HSE, 2005) and the 

blowout on the Deepwater Horizon drilling rig in 2010 (BP, 2010) increased the focus on risk and safety 

management of hazardous processing facilities. EU Directive on safety of offshore oil and gas operations (EU, 

2013), introduced as a response to the Deepwater Horizon accident, requires the use of risk analysis as a basis 

to achieve an acceptable level of major accident risks throughout all the life-cycle phases of offshore 

installations. In the design phase of an offshore facility, risk analyses primarily aim to support decisions related 

to design issues and operating procedures. An example of such an analysis is quantitative risk analysis (QRA) 

for Norwegian offshore facilities (Vatn and Haugen, 2013), and a facility QRA is suited to estimate the long-term 

average risk for a specific installation, typically averaged per year (Yang and Haugen, 2015).  

On the other hand, the risk level can change with time in the operational phase due to the different activities and 

decisions that can affect the facility’s risk level (Hauge et al., 2015). In terms of supporting day-to-day operational 

decisions with short-term risk effect, averaging risk over a long period is not relevant, and in practical cases, the 

use of the facility QRA is limited. Such operational decisions may be supported by qualitative methods (e.g. job 

safety analysis) (Yang and Haugen, 2016), but these types of studies have a weak link to the facility’s overall 

risk picture (Vatn and Haugen, 2013). In addition, qualitative studies may not be suitable for judging the risk 

tolerability in complex risk management situations, and in these cases, a quantitative analysis is useful for 

decision-making (Oil and Gas UK, 2012). For this reason, the focus has been given to provide a better 

quantitative basis for risk management during the operational phase, and this includes developing improved risk 

models that can quantify the relative change in the major hazard risk in real-time (Haugen and Edwin, 2017). 

This is in line with Dynamic risk analysis (DRA) methods aimed at updating the risk picture when needed, as 

opposed to traditional QRAs that are updated infrequently (e.g. every five years) (Paltrinieri and Khan, 2020). 

Many of DRA methods and models have been developed to update the risk level in the period of interest or to 

predict future risk based on accident precursors (Lee et al., 2019). An example of DRA method is the Risk 



Barometer approach (RB), aimed at real-time monitoring of risk level during the day-to-day operation of an 

offshore installation. RB can quantify the change in the risk level by using a set of indicators that can measure 

the status of critical barriers (Hauge et al., 2015). However, most of DRA methodologies are ongoing studies, 

and no standard and tools for the application of DRAs exist (Paltrinieri and Reniers, 2017). Therefore, it can be 

of interest to understand concepts and methods related to DRA in the existing standards. For example, ISO 

31000 (ISO 31000, 2018) states that effective risk management should adapt to risk changes. NORSOK Z-013 

(NORSOK, 2010) specifies the need for updating the existing QRAs based on operational experiences. Such 

requirements pertain to updating of risk analysis for reflecting significant modifications or major changes to the 

organization (Paltrinieri and Khan, 2016).  

On the other hand, functional safety standards IEC 61508 (IEC 61508, 2010) and IEC 61511 (IEC 61511, 2016) 

uses the safety life-cycle concept to achieve a risk-based level of safety in all the operating phases of a safety 

instrumented system (SIS) (Rausand, 2014). SISs are based on electrical, electronic, and/or programmable 

electronics (E/E/PE) technology, and they are an important sub-type of safety barriers at a facility. According to 

the safety life-cycle approach in IEC 61508/61511, performance requirements for a SIS are determined in 

design, and the actual performance of the SIS is monitored during operations. This paper highlights the potential 

to integrate information from SIS performance monitoring into DRAs, in order to update the risk level in real-

time and improve day-to-day decision support.  

2. Safety integrity in IEC 61508 and IEC 61511 

2.1 Risk-based performance requirement for a SIF 

A safety instrumented system (SIS) consists of input elements (e.g. sensors), logic solvers, and final elements 

(e.g. safety valve) (Rausand, 2014). A SIS is intended to respond to a specific process demand and to bring the 

process back to a safe state. The safety function performed by a SIS is called safety instrumented functions 

(SIF). General principles for specifying the performance requirements to a SIS are described in the standard 

IEC 61508, and IEC 61511 is the standard for specific applications of IEC 61508 for the process sectors. 

According to IEC 61511, the required SIFs are determined based on a hazard and risk analysis. A process risk 

is defined as a reference point risk arising from abnormal events in a specified process system and its basic 

process control system (BPCS) without considering any safety barriers. The risk may be defined in relation to a 

specific hazardous event (e.g. process leak), and a typical tolerability criterion is its maximum frequency per 

year. In such a case, the difference between the estimated frequency and the target frequency is the necessary 

risk reduction that may be allocated to SIS and non-SIS barriers, as illustrated in Figure 1.  

  

Figure 1: The risk reduction of frequency-reducing barriers against a specific process demand.  

 

The risk reduction (e.g. frequency reduction) allocated to a SIS is achieved by its associated SIFs, and the 

amount of the risk reduction provided by a SIF is its reliability target. The most commonly used reliability 

measure for a SIF operated on a low demanded mode (e.g. demand for the SIF is less than once per year) is 

the average probability of failure on demand (PFD) (Rausand, 2014). IEC 61508 uses safety integrity level 
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(SILs) to give a target PFD range. SILs are divided into four levels, from SIL 1 to SIL 4. A SIF with SIL 1 is the 

least reliable and, and a SIF with SIL 4 is the most reliable. If the PFD value is lower than 10-1, but not less than 

10-2 and, it corresponds to SIL1. If the PFD is lower than 10-2 but not less than 10-3, it corresponds to SIL 2 (IEC 

61508, 2010).    

According to IEC 61511, a layer of protection analysis (LOPA) is one of the methods used to decide if SISs are 

needed as barriers in relation to process deviations. In a LOPA study, possible initiating events (e.g. abnormal 

high pressure) and the associated accident scenarios are identified. Several scenarios may give rise to the 

same end event (e.g. a vessel rupture due to overpressure). The end event with no significant consequences 

will be excluded from the analysis (Rausand, 2011). For each scenario, its frequency is calculated by multiplying 

the frequency of the initiating event and the PFD of the barriers. The sum of a specified end event can then be 

the sum of the frequencies of all the scenarios that result in this event. If the estimated frequency of a specific 

end event is higher than the tolerable frequency, implementing a SIF is one option for risk reduction. The SIL of 

the SIF can be determined from the amount of risk reduction required. 

2.2 SIS life-cycle phases   

In IEC 61508, the safety life cycle concept is used to maintain the required performance of a SIS throughout all 

the operating phases. The life cycle is a sequence of 16 phases that includes hazard and risk analysis, planning, 

design, development, installation, operation, maintenance, and decommissioning. Risk assessment (phase 1-

5) will define what a SIS is required to do and its SIL target. These requirements and the relevant assumptions 

will be documented in the safety requirements specification (SRS) (Lundteigen, 2009). The SRS provides a 

basis for design, but it should be updated during operation to reflect major changes to assumptions such as new 

SIL requirements and updated failure rates (NOGA, 2004).   

In SIS operating phases, SIS follow-up activities such as testing and maintenance, performance monitoring, and 

modification are carried out to assure compliance to the SRS. Hauge and Lundteigen (2008) demonstrate how 

the SIL target can be verified during operation on the basis of performance indicators for SIS components. A 

suitable indicator can be the number of observed dangerous undetected (DU) failures of identical components 

during an observation period. The number of observed DU failures can be compared with the target value (e.g. 

two per year) to check the validity of the PFD estimate obtained in design. The target number can be calculated 

from the generic failure rate that is used to predict the PFD. If the number of DU failures for the studied 

component exceeds the target value, a failure cause analysis is required. Furthermore, measures to reduce the 

number of failures should be considered, for instance, shortening the test interval. If, on the other hand, the 

number of failures is below the target, extending the test interval may be considered, as illustrated in Figure 2 

(Lundteigen and Hauge, 2008). 

 

 

Figure 2: An example on how to use a performance indicator (e.g. observed number of DU failures) for verifying 

SIL requirements in the operational phase. Adapted from (Hauge et al., 2008). 

2.3 Implication for dynamic risk analysis and barrier management  

IEC 61508 and IEC 61511 address performance requirements for SISs in different operating phases, but non-

SIS barriers are not covered by these standards, and the management of functional safety of a SIS can be 

considered as a subset of barrier management (NOGA, 2004). The purpose of barrier management is to 

maintain the desired barrier performance over the facility’s lifetime in achieving the required risk reduction 
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(PSAN, 2017). Øien et al. (2015) affirm that SIL management needs to be integrated into barrier management, 

and barrier management activities should be in principle linked to the risk management process. However, 

barrier management tends to focus on the status of individual barriers, but not the overall risk level. It may 

therefore be necessary to develop DRA methods and models that can consider risk-inducing activities and 

conditions at the plant, together with the information from barrier management and the existing QRAs (Haugen 

and Edwin, 2017).  

In addition, it may be useful to specify the requirements to how often barrier status information should be 

updated, taking into account the use of a DRA method. Hauge et al. (2015) address that DRA can be categorized 

into three different levels with respect to how often the analysis is updated. The first type is a DRA updated in 

months and years, which means reliability parameters are updated based on activities like analyses, surveys, 

interviews. The benefit from such activities is to gain insights on root causes, safety culture, and additional 

information from historical data (Øien, 2001). The second type is a DRA that is updated on a daily and weekly 

basis. The strength of this approach is the capability for measuring the changes in risk in the period of interest. 

The last type is a DRA updated in the range of minutes and hours, such that instantaneous information such as 

process parameters and weather conditions are used to update the risk picture.   

An example of reliability parameters updated on a less frequent basis is DU failure rate and PFD of a SIS. They 

are recalculated based on new information obtained from testing campaigns that may be carried out, for 

example, once per year. For this reason, the result of SIS performance monitoring with respect to DU failures 

can be inputs for a DRA updated on a yearly basis. On the other hand, SIS provides diagnostic alarms for 

dangerous detected (DD) failures, which is real-time information about the current status of SIS barrier functions. 

Such information can be inputs for a DRA updated on a daily basis, together with other risk influencing factors 

at the plant.  

3. Case study 

This case study briefly illustrates how SIS performance monitoring may provide input to DRA applications, using 

a bulk oil storage tank as an example. Overfilling of an atmospheric storage tank containing hazardous 

substances (e.g. flammable liquids) may lead to a major accident. An example of such an accident is the vapor 

cloud explosion (VCE) at Buncefield oil depot in 2005, which was caused by the gasoline release from an 

overfilled tank. The release gave rise to the spreading of the vapor cloud and generated a VCE. The overflowed 

tank was equipped with barriers to prevent a tank overfill, including an automatic gauging system (ATG), level 

alarms, and an independent high-level switch (IHLS). On the day of the Buncefield accident, the ATG stopped 

registering the tank’s rising level during the receipt of the fuel. Subsequently, the tank level reached above an 

abnormally high level, but the alarms were not triggered. The IHLS, a mechanical switch, did not activate the 

shutdown, and the tank exceeded its maximum capacity, resulting in the loss of containment (i.e. petrol releases) 

(HSE, 2005). Typical event sequences to a tank overfill or a release are shown in the simple barrier block 

diagram in Figure 3.  

 

 

Figure 3. A barrier block diagram for release from the tank due to overfilling.   

In response to the Buncefield accident, a number of recommendations were made for improving the safety in a 

Buncefield-like facility. This includes SIS applications for automatic overfill protection systems (AOPS) and the 

systematic assessment of SIL requirements for such an AOPS according to IEC 61511 (MIIB, 2008). In light of 

this, this case study focuses on an AOPS that is a SIS, which is a key barrier to prevent tank overfills. An AOPS 

is designed to automatically shut down the fuel inflow upon a critical high level, and it consists of level sensors, 
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logic solvers, and final elements such as shut-off valves (API 2350, 2020). To determine the SIL requirements 

for an AOPS within the scope of IEC 61511, a LOPA is a suitable risk assessment method (PSLG, 2009). As 

explained in section 2.1, various accident scenarios with significant consequences are considered in a LOPA. 

An example of such a scenario in a storage tank is an event sequence where the initiating event ‘the failure of 

the ATG’ results in the end event ‘VCE’ (Chambers et al., 2009).  

A LOPA can be used in the design phase of a new tank to determine the reliability target for the AOPS. For an 

existing tank in operation, a LOPA can be performed in conjunction with a hazard and operability (HAZOP) 

review or revalidation (Rausand, 2011). This may imply that a LOPA can be updated to reflect new knowledge 

about potential accidents and to ensure that all the relevant accident scenarios are included. For this reason, it 

may be relevant to apply DRA methods that are suited to update the hazard identification process. One such 

method is Dynamic Procedure for Atypical Scenario Identification (DyPASI). DyPASI is suited to discover new 

scenarios based on new accident data, early warnings, and other relevant knowledge (Paltrinieri et al., 2012).  

On the other hand, SIL verification for the AOPS during operation can trigger updating of the frequency 

calculation in the LOPA. For instance, the elements of an AOPS, such as level sensors and the shut-off valves, 

are proof-tested at regular intervals (PSLG, 2009). New information from the periodic tests will be used as 

important inputs to recalculate the PFD and, accordingly, the frequency of a specific end event in the LOPA. It 

may be noted that updating of LOPA by using DyPASI method or updating PFD can be understood as a DRA 

updated on a less frequent basis, as mentioned in section 2.3. 

Finally, information from daily monitoring of the AOPS can be used as input for a DRA that is updated on a day-

to-day basis. Examples of such information are diagnostic alarms raised due to the DD failures in level sensors 

and the inhibition of an input signal from a sensor. They are relevant input for DRA aimed at monitoring day-to-

day changes in the risk level. DRA applications and SIS performance monitoring can provide additional 

information to the existing LOPA, as illustrated in Figure 4.  

 

 

Figure 4: LOPA and performance monitoring of SISs during the operational phase 

4. Conclusion 

This paper highlights how to incorporate the information from performance monitoring of SIS into DRA 

applications. Updated information about SIS performance with respect to DU failures can be inputs for the DRAs 

updated on a less frequent basis. On the other hand, daily monitoring of SIS status gives immediate new 

information about an existing degradation of the SIS. Such information is valuable inputs to DRA methods aimed 

at supporting day-to-day operational decisions.    
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