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Emergency service critical infrastructure elements are central elements in the systems used to protect the population. All branches of the integrated rescue system in the Czech Republic, especially the Fire Rescue Service of the Czech Republic (FRS), belong to this group of elements as key elements that specify and fulfil tasks to protect the population. The buildings used by FRS units face a considerable number of threats that increase their vulnerability and can subsequently disrupt their operations. In order to ensure the preparedness and subsequent operability of FRS stations, knowing the resilience of these elements, i.e. their preparedness against the effects of internal or external threats, is necessary. The article reviews various currently described resilience evaluation methods as well as the CIERA method and their application in selected elements of critical infrastructure emergency services.
Introduction
The fundamental task of every European state is to protect the life, health and property of its population. Under the subsidiarity declared in the Treaty of European Union (Council and Commission of the European Communities, 1992), protection of the population is administered by the individual European Union member states who create the legal regulations in this area and establish the branches for fulfilling individual tasks (Rehak et al., 2016). Measures to protect the population in the Czech Republic are performed by branches of the integrated rescue system and primarily the FRS (Act 239, 2000), which plays a key role in this system. Disruption to the system and failure to protect the population, especially in the ability of its branches to act in as the need arises, would have far-reaching consequences for the entire society (Rehak and Novotny, 2016).
The preparedness and subsequent responsiveness of the FRS is closely linked to the functionality of its fire stations. In the Czech Republic, these buildings are designated as critical infrastructure elements (Government Decree, 2010). The buildings provide round-the-clock availability, and all means required for interventions during emergencies and crisis situations are located here. If the functionality of these elements is disrupted, the population cannot be sufficiently protected. Protecting these stations and ensuring sufficient resilience against emergent threats is therefore essential (IRDR, 2014).
The level of the resilience in critical infrastructure elements can currently be evaluated using several various methods (e.g. Nan and Sansavini, 2017; Bertocchi et al., 2016). The latest method is CIERA (Rehak et al., 2019), which was developed in the Czech Republic. This method provides a comprehensive picture of resilience in an element against specific threats and can indicate the overall status of the element. The present article therefore presents the results of applying the CIERA method to a selected, unspecified FRS station and proposes measures to strengthen its level of resilience.
Methods of evaluating resilience in critical infrastructure elements
Resilience, otherwise the ability of an element to absorb, adapt to and quickly recover from potentially disruptive events (NIAC, 2009), is an important part of the system for protecting critical infrastructure elements. Resilience evaluation methods are currently non-homogeneous due to a lack of uniformity and absence of a standard framework. This has brought about several current methods and strategies for measuring, evaluating and subsequently specifying the level of resilience in critical infrastructure elements.
Wolter et al. (2002) studied resilience evaluation in the context of information and communication technologies in the monograph Resilience Assessment and Evaluation of Computing Systems. Ouyang et al. (2012) published an article proposing a multi-stage framework for analysing resilience in elements over individual periods. Petit et al. (2013) published the study Resilience Measurement Index: An Indicator of Critical Infrastructure Resilience, which comprehensively assessed the threat and consequences to a system. The applied method was based on a process similar to the Resilience Index. Comes et al. (2013) also examined the comprehensive assessment of resilience. Their methodological approach, which specifies the most critical points of a system, can be applied to any element.
Ouyang and Wang (2015) presented a new method for resilience evaluation, based on a holistic approach and comprehensive examination of the specific environment. Brauner et al. (2015), by contrast, strictly separated the environment that critical infrastructure vulnerabilities are assessed under into internal and external areas. Prior (2015) also divided the process of resilience evaluation, according to the time before the effects of negative factors begin and the period after the effects end. In the Guidelines for Critical Infrastructure Resilience Evaluation, Bertocchi et al. (2016) presented a foundation and combination of resilience dimensions, models and components with the aim of creating a unified concept of resilience evaluation that could be adapted to a specific sector of critical infrastructure. The method applies physical, logical, personal, organisational and cooperation indicators. The Critical Infrastructure Resilience Index method was also published in the same year. This method is compatible with all types of critical infrastructure and can be used to provide a cumulative resilience value (Alheib et al., 2016).
Over the last decade, several methods designed to specify the level of resilience in elements have been developed and proposed. Most of these, however, did not include all the resilience phases or components. Nan and Sansavini (2017) therefore created a quantitative method that consisted of integrated and hybrid modelling metrics. Cai et al. (2018) also proposed a new methodological solution based on the principle of a Bayes network evaluation method. The authors suggested that the main factors were the engineering system structure and means to maintain it. The most recent method, created for the purpose of comprehensive resilience evaluation in critical infrastructure system elements, is CIERA method (Rehak et al., 2019). CIERA is described in the following section of the article.
The specified resilience factor is not the only determining factor which maintains preparedness and responsiveness in the FRS. Another factor, for example, is the mobility of individual fire trucks, which depends directly on the performance of critical traffic elements (Patrman et al., 2019).
Description of the CIERA method
Critical Infrastructure Element Resilience Assessment (Rehak et al., 2019) is a method designed to comprehensively evaluate resilience level. The process relies on suitable knowledge of the underlying data and clearly defined procedures. The method preserves the principles of complexity, tangibility, adequacy, objectivity and expertise. It also requires information about the structural and performance parameters of the element, its safety measures, organisational processes, and importantly, the specific threats that resilience is evaluated against. The method therefore enables resilience to be measured against seven groups of threats: geological, meteorological, procedural/technological, cascade, personnel, cybernetic and physical threats (IRDR, 2014).
Resilience is evaluated according to two areas, which are subsequently broken down into components and variables (Table 1). The first area is robustness (i.e. the ability of an element to absorb the effect of a disruptive event) and the recoverability of the element. The second area is adaptability, which is determined by examining the internal management processes that create the suitable conditions for adapting a critical infrastructure element to a disruptive event already underway.
Table 1: Components and variables determining resilience in critical infrastructure elements
	Areas 
	Technical resilience
	Technical resilience
	Organisational resilience

	Components
	Robustness
	Recoverability
	Adaptability 

	Variables
	Crisis preparedness
	Material resources
	Risk management

	
	Redundancy
	Financial resources
	Innovation processes

	
	Detection capability
	Human resources
	Education and development 

	
	Responsiveness
	Recovery processes
	processes

	
	Physical resistance
	
	


Each of the variables specified in Table 1 contains a different number of measurable items, which are evaluated progressively according to previously defined point values on a scale of 1 to 5. Individual measurable items are assigned specific weights in order to lower the subjective influence of the evaluation process. Weights are also assigned to variables. These variables take into account the topologies of the elements and thus represent the importance of the variables in determining the components.
The method’s important steps are evaluating the level of resilience in the critical infrastructure element, identifying weaknesses, and proposing new measures for strengthening its resilience. Table 2 is used to evaluate resilience level.
Table 2: Comparison table for evaluating the resilience level of an element
	Qualitative expression of resilience
	Percentage expression of resilience

	High level
	85–100%

	Acceptable level
	69–84 %

	Low level
	53–68 %

	Insufficient level
	37–52 %

	Critical level
	≤ 36%



The resilience level indicates the current total status of the critical infrastructure element. If this level is 68% or lower, weaknesses should be identified. This process involves decomposition of the resilience evaluation results, whereby measures to strengthen the resilience of the element can then be proposed.
Application of the CIERA method to a selected critical infrastructure element
An unspecified FRS station located in a region of the Czech Republic was selected for the purposes of measuring resilience in a critical infrastructure element (Activity 1). The resilience of this station was measured in cooperation with the fire station chief and the FRS safety manager of the given region.
This station was subsequently described in detail according to its role in the critical infrastructure system and structural and performance parameters (Activity 2). The structural parameters of this station specify its topological structure, and in the case of planar elements, a list of key technologies. In the case of the fire station, the performance parameter of the element is the number of people it protects in the population (Vichova et al., 2017). This information is presented in Table 3.
Table 3: Description of evaluated element of emergency critical infrastructure services
	Name of element:
	Fire Rescue Service Station of the Czech Republic

	Sector/Subsector:
	Emergency Services/Integrated Rescue System

	Topological structure:
	Areal element

	List of key technologies:
	Means of intervention

	
	System for activating means of intervention

	
	Dispatcher for receiving information

	Number of protected people:
	290 000



Resilience in this element was evaluated against seven selected threats (Activity 3); however, due to its large scope, only the results of the analysis of the fire station against the effects of cascade threats (Rehak et al., 2018), specifically, the disruption in electric power supply over a 24-hour period, is presented in this article. A description of this threat (Activity 4) is presented in Table 4.
Table 4: Description of evaluated element of emergency critical infrastructure services
	Name of threat:
	Disruption to electric power supply over a 24-hour period

	Type of threat:
	Technogenic

	Group of threat:
	Cascade threat

	Specification of threat:
	Disruption to electric power supply at the fire station over a 24-hour period



The following section presents the results for the robustness, recoverability and adaptability of the fire station. The robustness of this element was evaluated first (Activity 5). This consisted in analysing the current state (level) of individual variables, i.e. crisis preparedness, redundancy, detection capability, responsiveness and physical resistance of the element. The results of the evaluation are presented in Figure 1.
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Figure 1: Evaluation of the fire station’s robustness during a disruption to the electric power supply
The recoverability of the element was then evaluated (Activity 6). This consisted in analysing the current state (level) of the individual variables, i.e. material resources, financial resources, human resources and recovery processes. The results of the evaluation are presented in Figure 2.
[image: ]
Figure 2: Evaluation of the fire station’s recoverability during a disruption to the electric power supply
The adaptability of the element was the final resilience component evaluated (Activity 7). This consisted in analysing the current state (level) of the individual variables, i.e. risk management, innovation processes, and education and development processes. The results of the evaluation are presented in Figure 3.
The main activity in this evaluation was calculating element resilience (Activity 8). The resilience level in the critical infrastructure element was calculated as an arithmetic average of the values of its specific components. In this case, the resilience of the FRS station achieved 92%.
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Figure 3: Evaluation of the fire station’s adaptability during a disruption to the electric power supply
The final activity in evaluating resilience in the critical infrastructure element was evaluating the resilience level, identifying weaknesses and proposing measures to strengthen the element’s resilience (Activity 9). The resilience level was gradually evaluated according to comparative values (Table 2) on three levels.
The highest level which the resilience is evaluated against is the element level. In this case, we can say that the resilience of the fire station during disruption to the electric power supply was 92%. This indicates a high level of resilience and implies we can expect a permanent supply of service in the system to protect the population for the entire duration of the effects of the threat.
Resilience can then be evaluated according to the component and variable level. The resilience level due to robustness was 84%, which indicates an acceptable level. The resilience level due to recoverability and adaptability were 97% and 94%, respectively, which represents a high level. The resilience levels of most of the variables were high. The weakest variables were detection capability, physical resistance and organisational structure, resilience level being only 60%. For these variables, the weaknesses in element resilience should be identified and subsequently removed.
Conclusions
In most European countries, the population is protected by a system of emergency service branches, especially the Fire Rescue Service, which performs numerous tasks under its obligations. The preparedness and responsiveness of these branches is directly proportional to the resilience of the individual Fire Rescue Service stations. The resilience level defines the vulnerability of the stations to specific threats. The higher the resilience level of these stations, the lower their vulnerability, and vice versa. Resilience in critical infrastructure elements can currently be evaluated using various methods, though for the purposes of the article, the CIERA method was applied. This method can identify weakness in an element’s internal system, among other things. Measures that lead to strengthening the element’s resilience can be subsequently applied on the basis of the results.
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