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The implementation of Basic Process Control Systems (BPCS) and Safety Instrumented Systems (SIS) in the chemical and process industry has brought significant advantages in terms of safety and operational efficiency. However, this dependency from digitalized systems exposes process plants to cyber-attacks that may disrupt production or initiate major accidents (e.g., releases of hazardous substances). In this context, cyber quantitative risk assessment (cyber QRA) provides a framework to identify and quantify cyber risks related to BPCS and SIS malicious manipulation. However, its application requires the estimation of key variables. In particular, the probability of cyber-attack success represents one of the most challenging parameters to determine, as it depends on detailed knowledge of the system’s dynamic response to malicious manipulations. Such information is highly specific to the facility under analysis and is difficult to retrieve. To address this gap, this study proposes a Digital Twin–based approach to simulate cyber-attack scenarios and retrieve the data required for estimating the probability of attack success. The approach is demonstrated on a specific scenario involving the intentional shutdown of the cooling system of an electrolyzer module.

Introduction
The adoption of Operational Technology (OT) systems in chemical and process plants, including Basic Process Control Systems (BPCS) and Safety Instrumented Systems (SIS), has become standard practice (Stouffer et al., 2011). While these technologies provide significant operational and safety benefits, they also introduce new vulnerabilities, particularly to cyber-attacks (i.e., attacks carried out via the network system and aimed at manipulating BPCS and SIS components to induce critical conditions in the plant) (Liu et al., 2024). The growing number of cyber-related incidents targeting industrial facilities worldwide highlights the need for effective methods to analyse and mitigate cyber-related risks (El-Kady et al., 2023).
In this context, cyber quantitative risk assessment (cyber QRA) provides a structured approach to identify and quantify cyber risk related to OT system by estimating the likelihood and consequences of cyber-attack scenarios, and by evaluating the effectiveness of existing safety and security barriers (Crotty and Daniel, 2022). This supports risk-informed decisions across the facility lifecycle (e.g., defining or updating cybersecurity requirements of passive safeguards such as pressure safety valves). However, performing such assessments requires detailed knowledge of the process dynamics in response to malicious manipulations of BPCS and SIS controllers as this information is required to estimate the probability of cyber-attack success. This data is difficult to retrieve since they are strongly affected by the specific characteristic of the facility or process that is the target of the cyber-attacker. 
In this context, this study introduces a Digital Twin–based approach to address these challenges. A Digital Twin is a high-fidelity virtual replica of a real process plant that enables the simulation of the process under both normal operating conditions and cyber-attack scenarios (Pal et al., 2025). Such simulations allow for a detailed analysis of the system’s dynamic response to cyber-attacks to OT systems, particularly supporting the estimation of the characteristic response time (from first manipulation to expected damage) associated with a specific cyber-attack scenario. Consequently, the proposed approach provides quantitative inputs for the calculation of the conditional probability of cyber-attack success given the attempt, which is required for the evaluation of the OT-related cyber risk. The approach is demonstrated through its application to an electrolyzer module of a green hydrogen production facility. This case study was selected due to the growing relevance and interest in these emerging technologies for which significant gaps still remain in the fields of safety and cybersecurity (Tamburini et al., 2025).
Probabilistic formulation of the OT-related cyber risk 
This section presents in detail how the OT-related cyber risk of a cybersecurity scenario is formulated, and which data are necessary for its estimation. Specifically, a cybersecurity scenario is defined as an event in which an attacker gains access to the OT system (BPCS and SIS) and performs one or more malicious manipulations to its components. The associated cyber risk () is expressed probabilistically as follows:
	
	(1)


where  is the frequency of attempted cyber-attack initiating cybersecurity scenario  (y-1),  is the probability of successful cyber-attack initiating cybersecurity scenario given the attempt,  is the severity of expected consequences of cybersecurity scenario . The estimation of the cyber-attack frequency () represents a challenging task, as it depends on factors external to the risk analysis domain, such as the socio-political context of the facility under analysis, so is often assumed as unitary (i.e., the risk is calculated in the event of the attack). However, dedicated models based on the concept of system attractiveness are available for its evaluation (Landucci et al., 2022). Conversely, the estimation of the probability of success (), which is the subject of the present study, falls within the background of risk analysists as it requires the simulation of the dynamic of the system as a consequence of BPCS and SIS controller. In particular, it relies on the evaluation of the characteristic time of the cybersecurity scenario, defined as the time interval between the first malicious manipulation and the occurrence of the expected damage. Finally, the assessment of consequences () can be performed using consequence analysis models that are commonly applied in the process safety domain (Ab Rahim et al., 2024).
In this study, the EASI (Estimate of Adversary Sequence Interruption) model, developed by the Sandia National Laboratories in the context of security of nuclear power plants (Garcia, 2007), is adapted and used for the calculation of . The latter is estimated by comparing the time required for the attacker to complete the attack after first detection (see DTDT in EASI timing diagram in Figure 1) with the response time associated with a specific intervention strategy (see RT in Figure 1), considering normal distributions (standard deviation equal to 30% of their mean value) for both DTDT and RT, as expressed in Eq. (2):
	
	(2)
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[bookmark: _Ref221162999]Figure 1 Timing diagram of EASI model adapted to the context of cybersecurity. Adapted from (Garcia, 2007)


Use of Digital Twins to support evaluation of 
This section outlines the proposed method for using Digital Twins of a process plant to estimate the conditional probability of cyber-attack success ( in Eq. (1)) when targeting its OT system. The flowchart of the method is illustrated in Figure 2.
The first step requires the systematic identification and characterisation of the cybersecurity scenarios of concern in terms of the specific manipulations an attacker would perform on BPCS and/or SIS components to trigger the desired critical event in the plant. An overview of available methodologies suitable for this purpose is provided in Iaiani et al. (2025). Among these, the POROS 2.0 (Process Operability analysis of Remote manipulations through the cOntrol System) methodology, previously developed by the authors, represents one possible approach for performing this analysis (Iaiani et al., 2023).  
The second step involves the setup of the Digital Twin. This requires collecting all the information necessary to accurately reproduce the dynamic behaviour of the real process and implementing it within a suitable simulation software or machine learning environment. Key inputs for Digital Twin development include the list of installed process equipment and auxiliary machinery, the streams connecting process units, operating and design conditions, design dimensions, control loops and their associated control philosophy, control and shutdown valves, and alarm systems.
The third step consists of the simulation of each identified cybersecurity scenario using the developed Digital Twin, by reproducing all the manipulations that characterize it. During this step, key simulation parameters must be defined, such as the total simulation time, the simulation time step, and the sampling frequency. The main outputs include trends of relevant operating variables (e.g., temperature and pressure) and the alarms triggered throughout the scenario. 
Finally, the fourth step focuses on estimating the probability of cyber-attack success ( in Eq. (1)) through the application of the EASI method. This requires the evaluation of the detection-to-damage time (DTDT) for each scenario, based on the outputs obtained in Step 3. In particular, the times at which detection and the consequence occur must be defined. Detection could be assumed to occur at the moment of the first malicious manipulation; however, this is unlikely in practice, as operators may not immediately recognise external interference. A more realistic assumption is that detection occurs when the first alarm is triggered, providing a clear indication that abnormal process conditions are developing. Meanwhile, the time at which the consequence occurs can instead be identified as the moment when the variable responsible for the failure reaches a critical threshold (e.g., pressure reaches the maximum allowable working pressure, or temperature reaches the degradation temperature). After DTDT is determined and the response time (RT) is defined, the probability of cyber-attack success for each scenario is calculated using Eq. (2). 
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[bookmark: _Ref221163211]Figure 2 (a) Method proposed for using Digital Twins for the estimation of the conditional probability of success of cyber-attacks targeting OT systems; (b) Schematic of a single AEL electrolyzer stack with its dedicated cooling system.

Case Study
This section presents the case study used to demonstrate the proposed approach.
Description of the facility 
The facility considered in this case study is a green hydrogen production plant composed of ten electrolyzers connected to a downstream conditioning line that prepares hydrogen for subsequent transportation. The electrolyzers are dual-feed alkaline units (AEL) equipped with an external cooling system, as shown in Figure 2b. The cooling system is essential because the electrolysis process generates a considerable heat load. The membrane operating temperature typically ranges between 60 °C and 80 °C (Emam et al., 2024). If temperature increases excessively, membrane passivation or failure may occur, particularly as temperatures approach 150 °C (Allebrod et al., 2014). To prevent this, when the electrolyzer temperature reaches 110 °C, a very high temperature alarm is triggered and the electrical supply is automatically disconnected through a Local Shut Down (LSD) logic.
Results and discussion of application of the approach
In the first step of the proposed approach, the cybersecurity scenarios of concern for the analysed plant are identified using the POROS 2.0 methodology. For brevity, only one representative scenario is considered in this study. Specifically, the integrated cooling system is targeted by maliciously closing the cooling fluid inlet valve VLV-100 (see Figure 2b), with the aim of inducing a temperature increase in the electrolyzer E-100. This may lead to passivation of the membrane and electrodes within the stack, reducing or even completely compromising the process efficiency. Table 1 summarises the scenario details, along with the active and passive safeguards in place to mitigate/prevent its effects. In this scenario, it is assumed that the attacker has disabled the automatic shutdown triggered by the very high temperature switch, leaving only manual operator intervention to disconnect the electrolyzer power supply in case of temperature rise over the safety limit.
[bookmark: _Ref221166798]Table 1 Details of the cybersecurity scenario identified through POROS 2.0 (Iaiani et al., 2023).
	Scenario description
	Targeted OT controller & regulated
valve
	Manipulation on targeted OT controller
	Consequences in the plant 
	Active safeguards effective against scenario
	Passive safeguards effective against scenario 

	Damage of electrolyser E-100 by inducing temperature rise through cooling interruption
	TC-T01 regulating valve VLV-100
	Temperature setpoint increased above membrane passivation temperature
	Valve VLV-100 closes fully
	LSD logic activated by very high temperature switch in E-100
	None



In the second step, the Digital Twin of the facility is developed. Aspen HYSYS in dynamic mode is adopted as the simulation environment. Aspen HYSYS is a process simulation software used to model, design, and optimize chemical and oil & gas processes. In dynamic mode, it can accurately simulate the time-dependent and transient behaviour of a process; however, it requires precise input data to run properly, and not all unit operations available in steady-state mode are supported in dynamic simulations. This limitation also applies to the electrolyzer module, which does not operate in dynamic mode. To address this issue, the electrolyzer behaviour is approximated using a Continuous Stirred Tank Reactor (CSTR) model coupled with a component splitter, fitted to the available process data of the plant. The CSTR volume is assumed to represent the cumulative volume of all electrolyzer cells. In addition, the relevant control loops, alarms, and safety functions are implemented within the model. In the third step, the cybersecurity scenario described in Table 1 is simulated. The simulation is performed over a total time of 2000 s, with both a time step and sampling interval of 0.5 s. The main output of the simulation is the time evolution of the electrolyzer temperature during the scenario. As shown in Figure 3, following the first malicious manipulation (closure of valve VLV-100) the electrolyzer temperature immediately begins to rise, triggering first the high-temperature alarm and subsequently the very-high-temperature alarm. The temperature eventually reaches 150 °C at 1435 s, a temperature that is reported to possibly causing the passivation of the membrane cell (Allebrod et al., 2014) leading to severe damage to the entire electrolyzer stack.
In the fourth step, the outputs from the previous simulation are used to estimate the detection-to-damage time (DTDT), which is required for the calculation of the probability of cyber-attack success. In this case, detection is assumed to occur when the high temperature alarm is activated. Based on the temperature trend, the consequence time is identified as the moment when the temperature reaches 150 °C, which corresponds to the threshold at which membrane passivation may occur (Allebrod et al., 2014). The operator response time is assumed to be 120 s, representing the time required to manually shut down the electrolyzer. The results reported in Table 2 indicate that, for a DTDT of 1123 s, the probability of cyber-attack success is 0.002. This low value suggests that, even if the attack occurs, severe damage is unlikely given the operator’s prompt intervention.
Therefore, the results indicate that this cybersecurity scenario does not pose a severe threat to the analysed facility. This is mainly because the DTDT is approximately one order of magnitude greater than the operator response time, meaning that plant shutdown would be initiated well before the electrolyzer temperature could reach critical levels.
[image: ]
[bookmark: _Ref221167426]Figure 3 Temperature trend in electrolyzer E-100 obtained by simulating, through the Digital Twin, the cybersecurity scenario described in Table 1.
[bookmark: _Ref221182637][bookmark: _Ref221784612]Table 2 Detection-to-damage time (DTDT), response time (RT), related standard deviations, and calculated probability of cyber-attack success () for the cybersecurity scenario described in Table 1.
	DTDT [s]
	DTDT standard deviation (30%) [s]
	RT [s]
	RT standard deviation (30%) [s]
	Calculated  (EASI model)

	1123
	336.9
	120
	36
	0.002



The operator response time was set to 120 s as a reference value, representing the time required to initiate the electrolyzer shutdown once the deviation is recognised. In practice, the effective response time may exhibit significant variability, as it depends on multiple factors, including the operator’s ability to diagnose the event, the need to confirm the anomaly, and the availability of the shutdown action which could have been impaired by the attacker. For these reasons, a sensitivity analysis was performed to investigate the impact of delayed operator intervention. Figure 4 shows the results. As can be seen, the probability of cyber-attack success becomes non-negligible at 10 min (close to 0.1) and then increases steadily with longer response times, reaching approximately 0.86 at 30 min. These findings indicate that delayed recognition and intervention, for instance due to limited training or increased decision-making time, can markedly reduce the facility’s ability to withstand the scenario, even when the process response to the malicious manipulation is relatively slow.

[image: ]
[bookmark: _Ref221724557]Figure 4 Probability of cyber-attack success () as function of the response time (RT), assuming DTDT constant and equal to 1123 s.  
Conclusions
This study proposes a method to estimate the conditional probability of cyber-attack success by leveraging digital twins to reproduce the dynamic behaviour of process systems under cybersecurity scenarios. It introduces the detection-to-damage time (DTDT) as a key metric to support probability estimation through the adapted EASI (Estimate of Adversary Sequence Interruption) model. The method is demonstrated through a case study on a green hydrogen production facility, analysing a scenario in which the cooling fluid supply to the electrolyzer is maliciously interrupted, potentially leading to membrane passivation. In this context, the digital twin, developed in the Aspen HYSYS environment, proved effective in capturing the process dynamic response to the malicious manipulation. Although this scenario yields a low probability of cyber-attack success under the assumed 120 s response time (time for manual electrolyzer shutdown), the sensitivity analysis indicates that the outcome can change markedly when the response is delayed. In particular, the probability becomes non-negligible at 10 min (about 0.1) and rises to approximately 0.86 at 30 min. These results show that the effectiveness of the protection against the analysed manipulation is strongly conditioned by the ability to detect the event and react promptly. Consequently, strengthening early detection capabilities and ensuring adequate operator preparedness remain key aspects to ensure an adequate cybersecurity level for the plant.
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