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[bookmark: _Hlk495475023]The transition from Industry 4.0 to Industry 5.0 marks a paradigm shift that transcends the technocentric focus on efficiency to integrate sustainability, resilience, and human-centricity. However, the adoption of this model in regions with heterogeneous technological maturity, such as Latin America (LATAM), faces significant structural barriers. This study proposes the design of a "Security 5.0 Characterization Matrix," a theoretical instrument that intersects the pillars of Industry 5.0 with a novel security triad (functional, informational, and humanized). Through a systematic literature review, critical requirements for evaluating industrial readiness are identified, offering a roadmap to mitigate emerging risks in the convergence of human-machine systems.
Introduction
[bookmark: _Hlk220609029]Contemporary industrial development has evolved from a focus on total automation toward a more holistic approach. While Industry 4.0 prioritizes digitalization and the efficiency of cyber-physical systems, Industry 5.0 emerged not as a substitutive revolution but rather, as a complement that reintroduces the human into the technological revolution, and make them the centre of the evolution (Dacre et al., 2025; Shabur et al., 2025).This new paradigm seeks to harmonize technology with social and environmental imperatives, recognizing that technology must serve human prosperity beyond economic growth (Nahavandi, 2019; Zaleta & Calderón, 2025).
​However, this transition introduces unprecedented complexity. The collaboration between operative and autonomous systems (e.g., robots, AI, machines or sensors) blurs the boundaries of the traditional concept of occupational safety. (Pasman & Behie, 2024) warn that the evolution toward Security 5.0 requires to mitigate not only physical hazards. It includes also nonphysical injuries by mental stress from the human ‘machine interaction practice.
​Latin America (LATAM), characterized by technological heterogeneity where manual manufacturing coexists with islands of automation, the implementation of Industry 5.0 presents significant operational challenges. The lack of a robust digital infrastructure and skills gap hinder immediate adoption. Consequently, this study focuses on the design of a theoretical evaluation matrix. Its objective is to diagnose the gap between the requirements of Security 5.0 and the regional industrial reality, providing a framework for a staged and secure transition.
Theoretical Framework: Deconstructing Industry 5.0 and the Security Triad
2.1 The Pillar of Industry 5.0
The literature converges on three axial dimensions that define Industry 5.0:
1. ​Human-centricity: Shifts the perspective of the worker from being considered a cost. Technology is adapted to human needs and capabilities, promoting inclusion and well-being rather than labor substitution (Alzaabi, 2024; Dacre et al., 2025; Nasir et al., 2025).
2. ​Sustainability: Integrates principles of the circular economy and energy efficiency, designing processes that respect the world boundaries and minimize waste from design to consumption. (Nasir et al., 2025; Rejeb et al., 2025, 2025). The study of (Zhou et al.,2025) examined the environmental implications of artificial intelligence (AI) adoption in emerging economies, with a focus on firm-level energy consumption. Their study examined the impact of artificial intelligence (AI) adoption on corporate energy consumption, utilizing panel data from over 32,000 firm-year observations of Chinese-listed firms between 2011 and 2022. Fixed-effects regressions showed that higher AI adoption was associated with significantly lower firm-level energy consumption
3. ​Resilience: Defined as the capacity of industrial systems to anticipate, react to, and recover from unforeseen disruptions (such as pandemics, climate changes, or cyberattacks), ensuring operational continuity through flexible and decentralized infrastructures. (Leng et al., 2024; Nasir et al., 2025; Rejeb et al., 2025).
2.2 The Security 5.0 Triad
The convergence of these pillars demands a redefinition of safety. (Hong et al., 2025) propose a "joint security" model that is fundamental to this study:
· ​Functional Safety: It focuses on ensuring that a system performs correctly and safely, even in the presence of hardware/software failures, environmental changes, or unintentional human errors. It is fundamentally concerned with minimizing risks arising from non-malicious, accidental breaches or malfunctions, particularly critical in Human-Robot Interaction (Hong et al., 2025).
· ​Information Security: It protects digital data, models, and systems from unauthorized access, destruction, or modification. It focuses on the "CIA triad" (Confidentiality, Integrity, Availability) referred  specifically to threats caused by malicious, human-created disruptions. (Hong et al., 2025).
· ​Humanized Security:  It encompasses the protection of the broader interests and rights of individuals, machines, and society. It protects broader human interests, including privacy, dignity, psychological autonomy, and protection against algorithmic discrimination. It aims to prevent harm to human dignity and social equity source  (Hong et al., 2025). 
Methodology
This research adopts a qualitative, theoretical-descriptive approach based on a Systematic Literature Review.
· ​Source Selection: The analysis focused on the Security 5.0 literature published between 2023 and 2025. A primary selection criterion was the explicit connection between occupational safety, and the paradigm of Industry 5.0.
· ​Instrument Design: Specific requirements were identified through a theoretical deconstruction process. These findings were organized into a double-entry matrix: the pillars of Industry 5.0 (columns) versus the dimensions of the security triad (rows).
· ​Conceptual Validation: The requirements were contrasted with implementation challenges reported in technological readiness studies, adapting them to serve as a diagnostic tool for developing environments.
Results: Security 5.0 Characterization Matrix
The following matrix articulates the technical and ethical requirements necessary to validate an environment under the Security 5.0 standard.

Table 1: Security 5.0 Requirements Matrix
	Security Triad / I5.0 Pillars
	Human-centricity
	Resilience
	Sustainability

	Functional Safety (Physical/Operational)
	Adaptive safe collaboration: 
Systems anticipate human intent to prevent collisions without unnecessary stoppages.
	Cyber-Physical resilience: 
Ability to maintain critical safety functions (e.g., ventilation, emergency stops) during network or power failures.
	Environmental domino effects: 
Use the technology to analyse and preventing cascading failures in hazardous processes where physical accidents could trigger environmental damage.

	Information Security (Data/Cybersecurity)
	Privacy:
Encryption and anonymization of biometric data collected by smart PPE to prevent worker profiling.
	Blockchain for traceability:
Use of immutable distributed ledgers to ensure supply chain integrity against cyberattacks or system failures.
	Data Energy Efficiency: 
Optimized security algorithms that minimize computational consumption.

	Humanized Security (Ethical/Psychosocial)
	Cognitive Ergonomics: 
Interfaces that manage mental load and prevent technostress, respecting the right to disconnect by giving breaks to the operatives.
	Cognitive Trust via Explainable AI: Implementation of transparent algorithms that explain their decisions to operators, preventing psychological rejection (Humanized) and ensuring rapid collaboration during anomalies
	Labor Equity: 
Prevention of biases in task allocation algorithms that could discriminate against vulnerable groups.


4.1 Adaptive Safe Collaboration
The transition from isolated automation to collaborative workspaces leaves static guarding obsolete.(Aksoy et al., 2024) argue for the replacement of physical barriers in favour of advanced technological monitoring. In this context, collaborative robots (Corbots) are designed to operate in tandem with human workers, sharing workspace without the need for physical barriers.
4.2 Cyber-Physical Resilience
Resilience in Industry 5.0 is defined by the system's ability to "fail safe" under disastrous attacks or crisis. (Aksoy et al., 2024) discuss the quantification of resilience, noting that system restoration performance can be calculated abstractly or probabilistically (e.g., using dynamic Bayesian networks) to assess how well a system recovers from external disruptive shocks or internal failures.
4.3 Mitigation of Environmental Domino Effects
Safety 5.0 expands the definition of an "incident" to include environmental impact. In process industries, a minor functional failure can trigger cascading events—explosions or leaks—that affect the environment. The "Domino Effect" or “cascading effect” discussed in the literature (Alzaabi, 2024) is defined as chain of accidents in which the consequences of an initial incident are exacerbated by subsequent failures. To avoid these failures, (Alzaabi, 2024) advocates moving from traditional reactive safety measures to Safety 5.0 which anticipate the failure.
4.4 Privacy
Is the mechanism that ensures Human-Centricity does not devolve into Surveillance. The literature review the privacy of the information but, processing biometric data locally on the device rather than sending data to cloud only so one event is transmitted (Vyhmeister & Castane, 2024). The data transmitted should be encrypted or anonymized to prevent discrimination or worker profiling (Hong et al., 2025; Vyhmeister & Castane, 2024).
4.5 Blockchain for Traceability:
In Industry 5.0, supply chains are decentralized. If a centralized server goes down (low resilience) or data is hacked (low security) then, production stops. (Hong et al., 2025) propose "Blockchained smart contracts" to ensure business continuity even during unforeseen events by automating complex processes.
4.6 Data Energy Efficiency
​​In Industry 4.0, the priority was to maximize data volume (Big Data) and processing speed, often ignoring energy costs (Dacre et al., 2025; Hong et al., 2025; Vyhmeister & Castane, 2024). However, training and use Artificial Intelligence (AI) can emit a high level of carbon. So, it is not feasible to claim to have a "Sustainable company” (Second pillar of Industry 5.0) when big data and AI consume unsustainable amounts of electricity.
​​4.7 Cognitive Ergonomics
In the context of industry 5.0, the operatives do not only do manual labor but they also work in cyber-physical systems. This means the operatives are bombarded by data from different sources (cobots, AI, AR glasses, metrics, etc.). Consequently, the cognitive demand could exceed the operative capacity. A mental exhausted operators loose situational awareness, making them safety errors (Aaltonen & Kurvinen, 2025; Alzaabi, 2024).
4.8 Cognitive Trust via Explainable AI
(Vyhmeister & Castane, 2024) demonstrate that without Trustworthy AI systemic resilience is impossible. Without explainability, stakeholders and operators may not trust AI outputs, leading to the unavailability of computational outputs or the rejection of AI recommendations (Hong et al., 2025), leading to hesitation and sub-optimal decision-making. Providing a proper explanation and transparency of the AI is the only mechanism that bridges the gap between algorithmic processing power and human accountability during disruptions.
4.9 Labor Equity
In modern industrial settings, algorithms increasingly influence decisions about task allocation, performance evaluation, and even hiring.  However, if there is a bias in training it can perpetuate the inequalities. In the context of Industry 5.0, the algorithmic bias is described as an ethical and technical challenge where systems systematically deviate from fairness, potentially causing discrimination or harm to specific groups or individuals (Aaltonen & Kurvinen, 2025; Hong et al., 2025; Vyhmeister & Castane, 2024). So, critical labor equity demands that fairness could be a design principle of industrial systems.
​ Gap Analysis and Challenges in LATAM
Contrasting the theoretical of the Matrix with the industrial reality of LATAM reveals a structural challenge. While the framework request integration of technology and the people in the center of the regional context, characterized by a predominance of small and medium-sized enterprises (SMEs), presents structural gaps that act as barriers.
5.1 Technological and Infrastructure Gap
​The matrix demands high interoperability and the use of technologies such as Digital Twins for risk simulation (Alzaabi, 2024; Hong et al., 2025). However, in many of the Latin American industries, basic digitalization is still standard. A persistent barrier for many companies in LATAM  is the lack of reliable infrastructure, particularly in terms of internet connectivity, which remains underdeveloped in several countries (Costa et al., 2023). At the organizational level, existing Information and Communication Technology (ICT) infrastructures are not entirely ready to support the digital transformation of Industry 4.0 which aims at horizontal, vertical and end-to-end integration (Pedone & Mezgár, 2018; Xu et al., 2018). 
Considering the vast data and heavy network usage, cybersecurity has a transversal role. It is key for protecting companies from cyber hacking of networks, machines and equipment (Dalmarco et al., 2019). The region faces different issues which include low cybersecurity awareness, lack of standards and regulations, outdated software, and insufficient training (Flor-Unda et al., 2023) . Despite the challenges, the region starts to pay their attention to this topic. In 2019, most of the companies were implementing cybersecurity policies, for instance, in Colombia more than 70% of the companies implemented them (Bianchi, 2025).
5.2 Skills Gap and Safety Culture
​The transition to resilient and human-centric systems requires a skilled workforce capable of reskilling. In LATAM, there is a risk that introducing these technologies without adequate training will increase functional safety risks due to a lack of familiarity with cobot dynamics and AI data interpretation.
Furthermore, employees may resist adopting new practices due to fear of job losses, the need to learn new skills, adopting of new working practices, or the need to learn new processes and procedures (Antony et al., 2023; Dalmarco et al., 2019). To mitigate such barriers, top management must understand the opinion of employees towards resistance to adopting a new culture and take actions to minimize them by developing right strategies. The typical strategies may include consideration of employees as a part of OPEX execution, providing them a sense of ownership, motivating them providing appropriate rewards or recognition and assurance of their job security (Antony et al., 2023).
Hence, it is critical that the top and low management involved could provide the vision and needed support to reach the goals (Dalmarco et al., 2019). The lack of clear digital operations vision and lack of management support are frequently barriers (Antony et al., 2023, 2024; Costa et al., 2023).
​5.3 The Ethical and Regulatory Challenge
As it explored in the matrix, there is an ethical risks human-machine integration. In LATAM, the absence of regulatory frameworks regarding the use of AI in the workplace represents an important challenge for the region. There is a danger that monitoring technologies (intended for safety) could be used for coercive labour control, violating the principles of dignity, fairness and autonomy that Industry 5.0 aims to defend.
Conclusions
The designed matrix confirms that multiple dimensions of Security 5.0, with requirements derive from the literature review made. A critical finding, especially within the context of Industry 5.0, is the deep interdependence, because functional safety (physical) increasingly relies on information security (data) and the operator's psychological stability (humanized security).
For developing industries, this matrix functions as a gap analysis tool, enabling organizations to identify deficiencies before making investments. In this process, regional limitations, such as the legal framework, must be consciously acknowledged, as they may persist despite organizational efforts.
The subsequent research steps involve identifying Key Performance Indicators (KPIs) to quantify the identified gaps, followed by conducting company surveys to validate the regional status before proposing targeted actions.
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