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Electrical power failures continue to represent a major threat to industrial operations. In industrial facilities handling hazardous substances, particularly those classified as Major Accident Hazard establishments, a total loss of electrical power is regarded as one of the most catastrophic initiating events. Such facilities should therefore be designed, constructed, and operated in a manner that minimizes the impact of this event and of similar disturbances. However, practical implementation of this principle is often insufficient or inconsistent.
The effects of power interruptions in industrial installations can simultaneously impact multiple pieces of equipment (e.g., reactors, boilers, pumps, agitators) and several process operations (e.g., cooling systems). This study examines recurrent causes of malfunction, the main characteristics of electrical power interruptions, and the accident scenarios that may be triggered by failures in both primary and redundant power supply systems. Drawing upon the institutional experience of the authors in Italy, the purpose of this work is to provide essential guidance to operators of industrial facilities aimed at: a) preventing electrical faults, enhancing personnel training, and protecting both electrical and non-electrical systems and operations; b) ensuring the availability and reliability of overpressure relief systems; c) performing systematic inspection and maintenance of electrical components; d) ensuring the independence of power supply sources and conducting periodic testing of switching and transfer operations between them.
Introduction
Electrical blackout risk assessment in major accident hazard establishments is essential to prevent the failure of safety systems (e.g., cooling, ventilation, flares, etc.), which could lead to fires, explosions, or toxic releases with negative impacts on workers’ health and safety, nearby populations, the environment, as well as significant economic and material losses. A loss of electrical power should not be considered merely as an operational interruption, but rather as a potential initiator of severe accident scenarios, such as: 
· Loss of integrity of equipment and installations.
· Product losses due to combustion.
· Combustion of pollutants (SOx, NOx, VOC).
In addition, the significant energy consumption required to restart plants following an electrical blackout must also be considered. In this study, as a first step, the authors analyse the main causes of power outages:
· Total loss of power supply (external blackout) due to national or local grid failure.
· Internal failures, including faults in substations or internal power lines within the facility.
· Natural events (NaTech), such as earthquakes, floods, storms, lightning, heat waves, snowfall, etc., causing electrical blackouts and simultaneous damage to installations (Muratore et al., 2025).
Once the causes have been identified, accident scenarios must be defined and, through a preliminary method, the critical units of the industrial plant involving pumps, compressors, containment systems, reactors, alarms, and similar components must be identified. After identifying the critical units for this event, it is necessary to:
· Implement prevention and mitigation measures by installing appropriate uninterruptible power supply (UPS) systems and fail-safe emergency generators.
· Plan emergency response by developing a dedicated Internal Emergency Plan (IEP) that includes procedures for blackout scenarios.
To date, the issue of electrical blackouts in process industries has received limited attention. The objective of this paper is to raise awareness among employers/operators, encouraging the implementation of electrical blackout risk assessments aimed at mitigating catastrophic events through appropriate technical and organizational barriers.
Lessons learned from incidents associated with electrical power supply failures
Main characteristics of electrical blackouts
The Joint Research Centre (JRC) (MAHBulletin No. 15, 2021) analysed reports of 90 chemical accidents from different industrial sectors to understand how and why power supply failures lead to chemical incidents, and to identify practices for preventing such events and mitigating their consequences. The analysed incident reports indicated that power supply failures have caused 21 fatalities and more than 9,500 injuries worldwide since 1981, in addition to significant material damage and production losses resulting from subsequent fires and explosions. The most catastrophic event analysed occurred in Sakai (Osaka), Japan, in 1982, resulting in six fatalities, 9,080 injured persons (8,876 of whom were outside the plant), and the destruction of 1,788 buildings. The study highlights that blackout events share several common characteristics: (1) they are often unpredictable (e.g. due to extreme weather conditions or supply failures); (2) they typically affect multiple units and pieces of equipment; (3) they can destabilise operating units and compromise process safety; (4) they may have delayed impacts if process consequences are not promptly recognised and controlled; (5) their impacts are more severe in the absence of adequate workforce resilience. The analysis shows that 38% of the investigated cases were caused by a loss of external power supply. Power failures or interruptions can be classified into two distinct phenomena: blackouts and brownouts. Blackouts refer to a complete loss of power, whereas brownouts occur when disturbances in the electrical supply, such as voltage fluctuations (partial interruptions), take place, potentially damaging equipment or electronic devices. In 22% of the analysed cases, the power supply failed, while extreme weather conditions were identified as contributing factors leading to cascading technical failures and, consequently, power outages. Chemical accidents following power failures typically result from the combination of two incident sequences. The first sequence is the power failure itself, sometimes followed by the malfunction of backup systems. The second sequence begins with the loss of containment triggered by the power failure. The technical and organisational response of industrial facilities to the power failure largely determines the outcome of the second incident sequence. A controlled response may involve the activation of shutdown procedures or the management of the power interruption by switching the facility to redundant energy sources. A safe recovery from a power interruption prevents a chain of events that could lead to loss of containment and, potentially, to a major or catastrophic chemical accident. Typically, a power failure is followed by changes in one of the following conditions: (1) with the support of an UPS, a controlled shutdown of the plant is achieved; (2) with UPS support, the site continues operating but the backup power supply fails, leading to a controlled emergency shutdown; (3) in the absence of backup power, certain processes or the entire industrial site undergo an uncontrolled emergency shutdown; (4) following a planned or unplanned shutdown, the site or specific processes are restarted, a phase referred to as recovery. High risks are always present during both controlled shutdowns and start-ups. Uncontrolled emergency shutdowns involve even higher risks; however, plants can still plan measures to reduce the impacts of such events.
Causes of failures in the main and redundant power supply
	The JRC study (MAHBulletin No. 15, 2021) further found that the loss of primary power supply was mainly attributable to failures of electrical equipment or electrical components (39%). Failures of electrical equipment were associated with: a) electrical switching and isolation devices; b) transformer failures; c) short circuits causing the flow of abnormally high currents through equipment or transmission lines; etc. In 37% of the cases analysed, redundant systems were in place but failed to operate correctly, leading to unsuccessful recovery from the loss of the primary power supply. Most failures related to backup power supply systems were identified in generators and uninterruptible power supply systems.
Impacts of electrical blackouts 
Electric power is used for multiple purposes within industrial process plants. Power supply failures often affect equipment by disturbing several aspects of the process simultaneously, including: a) the operation of machinery, heating, cooling, pressure safety valves (PSVs), and instrumentation; b) the process control system, monitoring and alarm devices, and control mechanisms such as valves, pumps, or agitators; c) safety-critical instruments and emergency equipment.
In addition, digital control circuits may experience interruptions. Under undervoltage conditions, control signals may fall below the threshold at which logic controllers can reliably detect the represented equipment status (e.g., valves open or closed, pump motor on/off, or upstream/downstream flow). Upon recovery of power, the signal may differ from the actual equipment position, causing lock-ups or flows contrary to the intended process conditions. Cases have been observed in which power loss rendered boilers inoperable (thereby affecting steam generation), cooling systems (26% of cases), and reactor agitation systems (11% of cases). Sudden current fluctuations may trigger the overcurrent protection of pump motors, causing them to trip and resulting in blocked flow paths. Cases have also been observed in which pumps stopped in the open position following a power outage, unexpectedly allowing process material to flow. Other cooling-related equipment involved may include air-cooled heat exchanger fans and fans installed on heaters or furnaces to prevent the formation of flammable or explosive atmospheres. Reactors were found to be the most vulnerable equipment, as cooling and/or agitation of reaction mixtures were lost in 16 cases (18%), leading to potential runaway reaction scenarios. In 12 cases (13%), furnaces required for processes such as steam cracking failed following a power outage, while boilers (one of the most fundamental systems in refineries or chemical plants responsible for steam production) were lost in eight cases (9%). Other equipment affected by power loss included pumps circulating process substances, fire-fighting water, or cooling media (16 cases, 18%), and agitators for reaction mixtures (11 cases, 12%). Emergency mitigation and response equipment lost functionality in several cases. Safety functions, such as gas detectors, as well as monitoring systems (e.g., level sensors), were affected by power outages in 10 cases (11%). In four cases, fire-fighting operations, hydrants, or sprinklers were deemed unusable following the power interruption, while in another four cases internal or external plant communications were lost.
According to the JRC study (MAHBulletin No. 15), the most severe safety-relevant impacts were observed on:
· process equipment: reactors, furnaces, boilers.
· process components: pumps, agitators, valves.
· safety functions: detection and monitoring, fire-fighting operations, switching/commutation systems.
· utilities: cooling, steam, water.
Index-based Method for Electrical Blackout Risk Assessment
Assessment of electrical blackout risk in industrial activities analyses the probability and consequences of power interruption, considering causes such as grid failures, natural events, or third-party actions. It is based on the calculation:

Reb = P * S	 (1)

Where:
Reb represents the level of electrical blackout risk for each critical unit.
P represents the probability of occurrence of such an electrical blackout.
S represents the severity of the consequences.
The aim is to identify critical units, including equipment, components, utilities, and safety functions, that have implications for safety. As this constitutes a preliminary assessment, the authors introduce an index-based method to determine the electrical blackout risk level, IReb using the following relationship:

IReb = IP * IS	 (2)

Here, IP, the Probability Index for electrical blackout, and IS, the Severity Index for electrical blackout, are assigned increasing values from 1 to 10.
IP - Probability Index for Electrical Blackout
To determine the value of Probability Index (IP), Table 1 is used to correlate the three main causes of electrical blackout with their respective frequencies observed in recent years at the facility under assessment. From these frequencies, three IP values are obtained: one for external blackout, one for internal blackout, and one for natural events. The overall IP value is calculated by summing these three partial values.




Table 1: Relationship between Causes, Frequency and IP
	[bookmark: _Hlk218961036]Causes
	Frequency in the previous 5 years
	IP

	External blackout due to national or local grid interruption
	≤ 1
> 1 ≤ 4
> 4
	2
3
4

	Internal blackout due to failures in substations or plant distribution lines
	≤ 1
> 1 ≤ 4
> 4
	1
2
3

	Electrical blackout associated with natural events: earthquakes, floods, storms, lightning strikes, heat waves, snowfall, etc. 
	≤ 1
> 1 ≤ 4
> 4
	1
2
3


 IS - Severity Index for Electrical Blackout 
To determine the value of Severity Index (IS), Table 2 is used to correlate the three main functional losses caused by electrical blackout affecting process equipment, process components, and safety functions, obtaining three distinct IS values for electrical blackout, one for each category (equipment, components, and safety functions). By summing these three partial values, the overall IS value to be used in Equation (2) is obtained.
Table 2: Relationship between Loss of functionality due to electrical blackout, Equipment, etc. and IS
	Loss of functionality due to electrical blackout
	Equipment, components e safety functions
	IS (*)

	Process Equipment
	Reactor
Furnace
Boiler
Heat exchanger
	2-4
2-4
1-2
1-2

	Process Components
	Pumps
Agitators 
Valves
	2-3
2-3
2-3

	Safety Functions
	Detection/Monitoring, Firefighting,
Operations, Commutation
	1-3
1-3 


(*) Lower values refer to the presence of appropriate prevention and mitigation measures, both technical and organizational (see Section 4).
IReb - Electrical Blackout Risk Level 
Once the values of IP and IS have been determined, it is possible to calculate the electrical blackout risk level IReb for each critical unit. For IReb values (Grillone et al., 2023):
· Below 25, the electrical blackout risk is considered acceptable.
· Between 25 and less than 50, improvement actions should be planned to reduce the electrical blackout risk to acceptable levels.
· Above 50, the electrical blackout risk is considered unacceptable; in this case, immediate actions are required, including the implementation of both technical and organizational prevention and mitigation measures, to bring the risk level back within acceptable limits.
In the following Section 4, a non-exhaustive set of prevention and mitigation measures related to the electrical blackout risk level is presented, which may contribute to reducing the values reported in Figure 1, “Electrical Blackout Risk Level Map, IReb”. 
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Figure 1. Electrical Blackout Risk Level Map, IReb.

Preventive, Protective and Mitigation Actions to Reduce IReb
To reduce the electrical blackout risk level identified in this paper through IReb index, the employer/operator of process industries should timely implement the following main prevention and mitigation measures:
(a) Identification and assessment of power outage scenarios by carrying out a specific risk assessment.
(b) Preventive maintenance of electrical systems, grounding systems, and lightning protection systems. In Italy, preventive maintenance is complemented by the mandatory inspections required by Presidential Decree DPR 462/01.
(c) Preparation of a business continuity and recovery plan in the event of an electrical blackout, this plan shall be communicated to all personnel and to external contractors interacting with the industrial plant.
(d) Testing of electrical and non-electrical equipment to identify vulnerabilities that could cause electrical disturbances (overvoltage or undervoltage).
(e) Verification of critical safety functions in terms of availability and operability, including valves and pumps, in the event of power loss.
(f)  Checks of pressure relief during an electrical interruption.
(g) Assignment of roles and responsibilities to personnel for periods before, during, and after a power outage. 
(h) Training of personnel to ensure awareness of power outage scenarios and of the procedures to be followed for safe recovery.
(i)  Establishment of emergency protocols for communication, both internally and with emergency services and public authorities; such protocols shall be periodically tested.
(j) Provision of primary and redundant power sources that are independent, with periodic testing of the transition/changeover.
(k) Ensuring that emergency power supply systems, such as generator sets or UPS systems, provide sufficient autonomy to support emergency procedures and enable the safe shutdown of plants.
(l)  Implementation of fail-safe shutdown systems, such as valves that automatically move to the safest position in the absence of power.
(m) Verification of the functionality of communication equipment and critical utilities, such as nitrogen supply, cooling water, steam, and venting systems, as identified by the process risk analysis.
(n) Verification of the operability of any redundant system designed to supply power to critical services, together with any emergency response equipment (e.g., fire protection systems, alarms).
(o) Verification of the availability of storage capacity in case process fluids must be “dumped” or removed to prevent overpressure, decomposition, or polymerization. It should be ensured that the route to the storage area is unobstructed and that pumps and valves in the circuit do not hinder the transfer of the process streams to tanks and containment areas.
For industrial activities falling within the scope of Directive 2012/18/EU (Seveso III) on the control of major-accident hazards involving dangerous substances, the operator is required to describe the behaviour of the industrial establishment in the event of partial or total unavailability of utility networks, such as electricity, water, steam, nitrogen or compressed air. This description shall include the measures adopted to ensure the operation of critical equipment even under emergency conditions. The elements outlined above in a concise (and non-exhaustive) manner for the management of electrical blackouts shall be integrated into the Safety Management System for the Prevention of Major Accidents (SMS-PMA) and into the Internal Emergency Plan (IEP) of the Seveso establishment. It is essential to establish a dedicated operating procedure aimed at defining the coordination actions required to place the plant installations in a safe state in the event of shutdown due to an electrical blackout, while minimising impacts on human safety, environmental matrices and the operational assets of the plant. Furthermore, specific information and training programmes for workers shall be provided, focusing on the risks triggered by electrical blackouts and on their proper management. Another key aspect in preventing electrical blackouts is the importance of electrical maintenance for the correct implementation of the Major Accident Prevention Policy in establishments with major accident hazards (Vallerotonda et al., 2022).
Case Study
A Continuous-flow Stirred-Tank Reactor (CSTR) consists of a cylindrical vessel equipped with a mechanical agitation system and an external jacket for heat exchange (heating/cooling). In the event of an electrical blackout, mixing and temperature control are interrupted, leading to the risk of overheating in exothermic reactions, with possible explosions or reactor rupture. Under such conditions, to prevent catastrophic effects, the implementation of prevention and mitigation measures, as outlined in Section 4, becomes necessary. 
Two case studies are presented below to test the index-based method proposed in Section 3 for determining the electrical blackout risk level. 
Case 1: For this case, it is assumed that 1 external blackout (national or local grid interruption in the last 5 years) and 2 internal blackouts occurred in the last 5 years. The facility where the reactor is installed is assumed to have low seismic and flood risk, and 1 electrical blackout was recorded in the last 5 years during an extreme weather event. Based on these considerations and Table 1, a IP = 4 is obtained.
For the determination of the Severity Index, it is assumed that the reactor is equipped with a mechanical agitator and cooling jacket, and the operator has implemented the appropriate prevention and mitigation measures outlined in Section 4. Referring to Table 2, the lowest values are considered, resulting in IS = 5.
The electrical blackout risk level for the chemical reactor under the above assumptions is therefore:

IReb = IP * IS = 4 * 5 = 20

This value falls within acceptable risk limits; it is necessary to continue periodic monitoring actions over time.
Case 2: For this case, it is assumed that 2 external blackouts (national or local grid interruption in the last 5 years) and 3 internal blackouts occurred in the last 5 years. The facility where the reactor is installed is assumed to have medium seismic and flood risk, and 1 electrical blackout was recorded in the last 5 years during an extreme weather event. Based on these considerations and Table 1, a IP = 7 is obtained.
For the determination of the Severity Index, it is assumed that the reactor is equipped with a mechanical agitator and cooling jacket, but the operator has only partially implemented the appropriate prevention and mitigation measures described in Section 4. Referring to Table 2, the highest values are considered, resulting in IS = 9. The electrical blackout risk level for the chemical reactor under the above assumptions is:

IReb = IP * IS = 7 * 9 = 63

This value exceeds acceptable risk limits, and immediate technical and organizational prevention and mitigation actions are required to bring the risk level back within acceptable limits.
Conclusions
Electrical blackouts in process industries, with reference to activities involving a major-accident hazard, can lead to catastrophic safety consequences (fires, explosions, releases of hazardous substances into the environment), as well as immediate production shutdowns, irreparable damage to machinery, loss of digital data, and significant economic losses. Although regulations require employers to manage electrical risk from a safety perspective, the lack of adequate emergency plans or continuity systems (such as UPS systems or emergency generators) is still observed in many industrial facilities. This article aims to highlight the main causes of electrical blackouts and the scenarios triggered by failures of the primary power supply, as well as failures of redundant power supply systems. Based on this analysis, and drawing on their institutional experience, the authors propose an index-based method to identify the electrical blackout risk level for the various critical units of an industrial plant. Once risk level has been determined, if it does not fall within acceptable limits, the main prevention and mitigation measures are described to ensure that electrical blackouts can be managed safely. The proposed index method provides the employer/operator of process industries with an easy-to-use tool for a preliminary electrical risk assessment and a series of qualitative prevention and mitigation measures to apply for reduce electrical risk. 
In a subsequent research, authors will apply the method quantitatively to other case studies and compare the different results to refine the application of the proposed method.
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