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Infrastructures which are central to the functioning of the state and irreplaceable or difficult to replace are
referred to as a critical infrastructure system. As threats and the intensity of these threats rise, elements of
critical infrastructure system are increasingly exposed to disruptive events. In order to maintain the operability
and continuity of these elements, protecting them is crucial. Protecting infrastructure elements which are
highly interdependent and impact the functioning of dependent infrastructures is especially important. In this
respect, the electricity infrastructure can be considered uniquely critical. For this reason, maintaining a high
level of protection for elements of this type of infrastructure is necessary, especially through pre-emptive
measures to prevent disruptive events. Following from this observation, the paper presents a proposed
procedure for predictive indication of the failure of elements in electricity critical infrastructure.

1. Introduction

Electricity is a core sector of European critical infrastructure (Council Directive, 2008). Its interdependence
with and effect on secondary sectors is very high. The entire electricity critical infrastructure system is crucial
for the functioning of dependent critical infrastructure elements (PPD-21, 2013). Disruption or failure of this
sector would have far-reaching consequences for the security and economy of the state and basic human
needs (Rehak et al., 2019; Vichova and Hromada, 2019). Protecting the critical infrastructure of the electricity
industry is therefore necessary, not only from the impact of disruptive events already in progress, but
especially during the prevention phase, when prompt indication of failure of performance of these elements is
necessary. An element’'s performance is affected by both positive and negative factors. A key and positive
factor affecting the stability of an element’'s performance is resilience. This factor is determined by the
robustness (i.e. absorption capacity), recoverability and adaptability of the element (NIAC, 2009; Rehak et al.,
2018). A high level of robustness, especially, allows a system to absorb and to a degree mitigate the adverse
effects of disruptive events without compromising the element’s performance. However, if the disruptive event
intensifies to a point when absorption capacity is exhausted, the system can no longer withstand the disruptive
event, and consequently, the performance of the element fails.

The use of infrastructure indicators is examined in a number of publications. For example, the usability of
performance indicators in logistics infrastructure (Foltin et al., 2018), vulnerability indicators in energy systems
(e.g. Hofmann et al., 2012; Hiete and Merz, 2009), indication of energy security (e.g. Lésche et al., 2010;
Kruyt et al., 2009) and measurement of resilience using indicators (e.g. Prior and Hagmann, 2012; Petit et al.,
2013; Rehak et al., 2017). However, the indicators in the above areas are too specific and do not provide
a suitably comprehensive overview of indicating performance failures. The present paper therefore
investigates the indication of performance failure in the electricity sector. This indication process is based on
categorizing threat intensity in order to determine the boundary parameters for indicating the onset of
a disruptive event which may cause an element to fail.
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2. Electricity critical infrastructure

Critical infrastructure means an asset, system or part thereof located in Member States which is essential for
the maintenance of vital societal functions, health, safety, security, economic or social well-being of people,
and the disruption or destruction of which would have a significant impact in a Member State as a result of the
failure to maintain those functions (Council Directive, 2008).

A critical infrastructure system can be categorized according to its specific functions into two areas, namely
technical and socio-economic infrastructure (Rehak et al., 2016). These areas are considerably
interdependent. All socio-economic sectors require the unrestricted availability of commodities for technical
infrastructure, which is fully dependent on socio-economic infrastructure during a crisis (Rehak et al., 2020).
However, both areas show a high dependence on the electricity sector, which is therefore rightly referred to as
uniquely critical (PPD-21, 2013). Electricity critical infrastructure is a highly complex system involving the
generation, transmission and distribution of electricity. The most important element of critical infrastructure for
electricity generation according to Act (2000) are plants with a total electrical output of at least 500 MW, plants
providing ancillary services with a total electrical output of at least 100 MW, electricity, power lines for
distribution and to supply the power plant's own power, and the technical control rooms of electricity
producers. The most important elements of critical infrastructure for electricity transmission according to Act
(2000) are transmission system lines of at least 110 kV, transmission system stations of at least 110 kV, and
the transmission system operator's technical control rooms. The most important elements of critical
infrastructure for electricity distribution according to Act (2000) are the distribution system and 110 kV lines
(110/10 kV, 110/22 kV and 110/35 kV type stations and associated lines, according to their strategic
importance in the distribution system), and the technical control rooms of the distribution system operator.

3. Factors affecting the performance of electricity elements

The capacity of the electricity system is determined by the performance produced by individual production
units connected to the electricity system. This performance level is expressed in watts (W), kilowatts (kW) or
megawatts (MW). In the Czech Republic, for example, capacity is mostly covered by thermal power plants
(approx. 50%), followed by nuclear power plants (approx. 20%), solar, steam-gas, water, pumped, combustion
and wind power plants. This performance is then transported through the transmission and distribution
system. Each element of these networks has a performance limited to the range 35-800 kV.
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Figure 1: Graphical representation of the relationship between element performance, element resilience, and
intensity of a disruptive event (Rehak et al., 2018)
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The performance of these elements depends on many factors. At the first, there are the factors determine
performance which relates mainly to the production process. At the second, there is factors limit performance,
especially in current technology, or even influence performance. These factors can be external or internal
threats (i.e. adversely influencing factor) or element resilience (i.e. positively influencing factor). The greater
the threat and the lower the element’s resilience, the higher the likelihood of the occurrence of a disruptive
event and its severity (i.e. risk), which will have an adverse impact on the performance of critical energy
infrastructure elements. The relationship between element performance, element resilience, and disruptive
event intensity is presented in Figure 1.

When an element begins to experience a disruptive event, the absorption capacity of the element is spread
over two phases. In the first phase, the system is able to absorb the impact of a disruptive event without
involving redundant capacity, up to the element's ability to fully absorb the impact of the disruptive event (point
A, Figure 1). In the second phase of absorption, the redundant capacity available to the element is already
involved, and the element can still provide the full performance required. At this stage, there is still room to
detect the disruptive event and respond to its course. (Rehak et al., 2018).

Only when the element’s redundant capacity is depleted, i.e. the element's ability to absorb the impact of
a disruptive event (point B, Figure 1), do the adverse effects of the event begin to manifest as a decline in
functionality. The nature of the decline is determined by the element’s ability to defend itself against the event.
If this ability exists, the reduction in performance provided by the element may be gradual, but if the intensity
of the adverse event overcomes this ability, the reduction in performance is usually steep or even
instantaneous. (Rehak et al., 2018).

4. Defining the performance failure indication process

It is clear from the foregoing that elements of electrical critical infrastructure are exposed to the risk of threats
which may result in disruptive events (Rehak et al., 2019) leading to the disruption or failure of
the performance of these elements. In this context, the optimal method of protecting these elements would be
implementing preventive measures against the occurrence of adverse events (Stoller et al., 2018; Lukas and
Necesal, 2011). Following from this conclusion, a procedure to predict and indicate the failure of performance
of elements in electricity critical infrastructure is proposed in the present paper. This procedure includes
interrelated and logically sequential steps (see Figure 2) and offers a clear guide for indication.

The indication procedure consists of three phases. In the first phase, the indicated area is delimited: critical
infrastructure system >> energy sector (Council Directive, 2008) >> electricity subsector (PPD-21, 2013) >>
distribution system (GD, 2010). In this phase, elements for which potential causes of their performance failure
are further indicated can be selected.

In the second phase evaluation of the procedure, the elements are assessed, with attention given to
identification, analysis and evaluation. Elements are selected using multicriterial analysis (Figueira et al.,
2005) by comparing individual element types, strategic importance, element substitutability, security, location,
etc. Elements are subsequently subjected to a functional analysis (Kantorovich and Akilov, 1982) in order to
identify, define and describe the individual functions that are crucial for their operation. The final step of
the second phase is assessing the resilience of the elements. The resulting level defines the ability of
an element to absorb the effects of a disruptive event and subsequently restore its performance and adapt to
this type of disruptive event (NIAC, 2009). An element’s resilience level is the starting point for selecting
indicators and indicator parameter values. The CIERA method should be used to determine the level of
resilience (Rehak et al., 2019).

The third phase of the procedure is the indication process itself. The initial step is to identify indicators,
i.e. indicators signalling a potential threat to the function of an element of electricity critical infrastructure. In
this context, these indicators are individual threats. These threats can be identified with a Fault Tree Analysis
(IEC, 2006). Indicator parameters can be subsequently identified by analysing the identified threats. The
character and level of the threat determine the creation of parameters which indicate disruption of the
performance of an element. The final step is setting the limits of indication parameters for each threat. These
limits are variable, and their levels are derived from the resilience level of the evaluated element. The higher
the resilience, the higher this threshold. Exceeding this threshold already indicates an insufficient level of
resilience and subsequent disruption or failure of the performance of the critical infrastructure element.
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Figure 2: Predictive indication of performance failure in electricity critical infrastructure elements

5. Case study

As the first phase of the power failure indication procedure a node element of the critical infrastructure of the
power supply network located at the interface of the transmission and distribution system was selected for the
case study. The element in question is an electrical substation selected using multi-criteria analysis (Figueira
et al., 2005). Its key function is to ensure transforming voltage to the required tension level and is therefore
considered a strategic and irreplaceable element of the power supply system. Using the CIERA method
(Rehak et al., 2019) the level of resilience against threats of a process-technological nature was set at 76.4%
for this element, which indicates an acceptable level of resilience.

The third phase included application of the fault tree analysis (IEC, 2006) through which indicators were
identified, i.e. specific threats of a process-technological nature, which have the greatest potential to disrupt
resilience and cause failure of the element’s performance. The results of the analysis show that the most
dangerous threat are electric shocks causing overloading of the electricity substation and subsequently of the
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lines, which can lead to the collapse of the entire system. These shocks of varying voltage and magnitude are
caused by overflows from the electricity transmission system of other states and are difficult to predict. Based
on their scope and character, they are divided into small, medium and large scale overflows. By determining
the level of resilience and subsequent comparison with the indication parameters (i.e. the extent and nature of
the threat), a limit can be determined. The absorption capacity of resilience is exhausted at this limit and the
key functions of the element fail. Based on the performed analysis the limit was set only at the large-scale
overflow level. This means that small to medium power fluctuations should be absorbed by the element under
investigation without any disruption of its performance.

6. Conclusions

The electricity sector is currently a key energy source for maintaining basic human needs. Disruption of
the continuity of electricity supply would have a major impact not only on the health and lives of people,
national security, the economy and society, but also on the elements of dependent subsectors of other critical
infrastructures. Analysis of electricity systems demonstrates its importance in other technological and socio-
economic systems. Ensuring reliable and secure electricity supply is a national priority, and any threat to these
infrastructures is incompatible with the requirements and needs of the population at the time.

In this context, it can be concluded that predictive indication of the failure of performance of elements in
electricity critical infrastructure is a highly effective preventive measure. Through the early indication of threats,
the occurrence of disruptive events can be prevented. From the results of predictive indication, adequate and
effective security measures can be promptly applied in order to prepare for potential threats. The proposed
procedure can be especially applied by critical infrastructure entities and coordinators of individual sectors of
the critical infrastructure system.
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