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The hazards in complex process systems evolve at an accelerated rate. It is extremely difficult if not
impossible to identify and assess all potential hazards and develop strategies to manage them. This demands
next generation of process system that is, intelligent to learn faults and prevent them from further propagating,
adaptive to evolving conditions, and quick to recover in case failures take place in a component of part of the
system. Resilience engineering is a comprehensive term that captures these three (absorptive, adaptive, and
recovery) important characteristics of a system. There are limited tools to qualify or quantify the resilience of a
system. There have been hardly any studies conducted on dynamic resilience assessment. This paper
proposes a dynamic approach to quantify resilience under varying conditions. The approach uses Stochastic
Petri-nets (SPN) coupled with Monte Carlo simulation to model and analyze resilience metrics. The proposed
approach is tested on a crude oil pipeline system. The test results demonstrate a clear understanding of the
resilience characteristics of the system and its evolving nature. This work puts forward a clear pathway for an
integrated dynamic model for resilience engineering.

1. Introduction

Resilience engineering is a comprehensive term that captures the system’s characteristics beyond the
fundamental concept of reliability. The resilience of a process system is its capability to handle a disruptive
event and avoid failure. This can be satisfied by lessening the impact of the disruption on the system
performance and/or reducing the disruption duration. According to Bruneau and Reinhorn (2007), a resilient
engineering system should operate with reduced failure probability, reduced potential consequences
subsequent to failures and reduced restoration time. The U.S National Institute of Standards and Technology
(Gilbert, 2010) defines resilience in term of economic saving by minimizing the cost of a disaster and the
ability to return to a state as good as or better than the initial level of performance. Resilience has been largely
studied in the field of natural disaster risk reduction by Bruneau and Reinhorn (2006) and (2007) and Ayyub
(2014) and (2015).

There is limited work that has attempted to qualify or quantify the resilience of process systems. Sarwar et al.
(2018) have assessed resilience as a function of reliability, vulnerability and maintainability. They applied a
Bayesian network (BN) approach (Deyab, Taleb-berrouane, Khan, & Yang, 2018; Taleb-berrouane, Khan,
Hawboldt, Eckert, & Skovhus, 2018) to analyze the response of a remote offshore vessel in a scenario of a
hydrocarbon release during offloading operation. Attoh-okine et al. (2009) define a resilience index as follows:

J2 QM
100 (t;-t,)

Where Q is the performance or quality of a system, t; is the disruption initiation or the time of incident that
causes the decrease in the performance of the system, and t; is the disruption termination or the time after
recovery. The resilience index or resilience measurement as shown in equation (1) is not sufficient to assess
the resilience capacity of an engineering system. Other metrics are developed by researchers in the field of
natural disaster management. The main resilience metrics are:

Resilience= M
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(i) The absorptive capacity or robustness which is defined by Bruneau and Reinhorn in
(Bruneau & Reinhorn, 2007) as the strength, or the ability to withstand a given level of
stress or demand without suffering degradation or loss of function. This concept has been
further developed to cover the capability to absorb the impact of the disruptive event through
inherent and/or adaptive mechanisms.

(i) The adaptive capacity is demonstrated in term of the effect of the mitigative and control
actions that will temporarily stabilize the performance of the system and afterwards allow the
restoration to the new stable level.

(iii) The restorative or recovery capacity is demonstrated in term of corrective actions such as
equipment replacement or system reset that will bring the system from a temporary
stabilized stage to a fully operational stage in as good as new or other stable levels of

performance.
Resilience lifecycle model (bathtub curve)
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Figure 1: The proposed resilience lifecycle model (bathtub curve).

Figure 1 displays the five stages or bathtub curve of resilience. Stage 1 presents the phase where the system
is monitored and stable. Point A is the incident that triggers the disruption, and it can be modeled using a
Poisson process. The incident can be a failure of a critical component in the system, an external factor or any
event that lowers the performance of the system. Stage 2 expresses the effect of the disruption on the
measurable performance. It settles at point B where the control operations react and take effect. Stage 3
shows a temporal stability of the system at a lower performance level. Part BC presents the performance
degradation of the system in case no control actions are taken or failure of the control actions. Stage 4 shows
the effect of corrective actions that aim to return the performance to the initial stage or a long-term stable level.
Stage 5 is the new stable level of performance that can be higher than, equal to or lower than the initial level
depending on the adopted maintenance strategy.

The five stages of the bathtub curve are a function of dynamic factors and time-varying processes. This paper
aims to build a dynamic resilience model able to capture those dynamic factors and time-varying processes.
The present paper implements the proposed dynamic model in the field of pipeline corrosion engineering
where the pipeline wall thickness is identified to be the practical measurement of system performance.

2. Background on the modelling technique

Petri networks (PNs) were first proposed in 1962 by Carl Adam Petri, as a new mathematical and graphical
model to connect events and conditions (David & Alla, 2010). A Petri Net is a weighted bipartite graph
(P,T,A,w) (Cassandras & Lafortune, 2009) with two functional parts, a static and a dynamic.
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Figure 2: Glossary of Petri nets notations adapted from Talebberrouane et al. (2016).

Figure 2 displays the static part of the PN represented by places (P), transitions (TR) and oriented arcs that
connect places to transitions (i.e. input arcs, IA) and transitions to places (i.e. output arcs, OA). (W) represents
the weight function on the arcs. For example, an inhibitor arc weights (-1). The dynamic part is expressed by
movements of tokens (TO) following firing transitions (i.e. tokens’ migration from one or more input places to
one or more output places). The marking represents the tokens’ number in a place. In addition to the
conventional PN, a stochastic Petri Net (SPN) (Dutuit, Chatelet, Signoret, & Thomas, 1997) also has non-
deterministic firing delays associated with transitions. In a recent extension of SPN, the activation of a
transition can be conditioned by one or more mathematical variables through the use of predicates and
assertions (IEC62551, 2012). The predicates or guards, as defined by IEC 61508-6 (/IEC 61508-6 Functional
Safety of Electrical/electronic/programmable Electronic Safety Related Systems, 2010), are conditions which
may be true or false, and control the transition firing. Assertions or assignments are the mathematical
variables that receive predefined updates such as incrementation or state switching as consequences of the
transition firing. In this paper, the SPN is coupled with Monte Carlo simulation to enhance its modelling
capability. For more details, readers can refer to our previous work,. Taleb-berrouane et al. (2016).

3. Dynamic resilience model for pipeline corrosion

As pipeline ages, the integrity faces multiple and complex threats. Corrosion is the main threat to the pipeline
systems (Taleb-berrouane et al., 2018; Yang, Khan, Thodi, & Abbassi, 2017). In this paper, an SPN model is
used to assess the dynamic resilience of crude oil pipeline (e.g. illustrative case). Figures 3 depicts the
proposed SPN model that captures the main dynamic processes that influence the corrosion occurrence,
control and mitigation.
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Figure 3: SPN overall network for the pipeline resilience modelling.
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Figure 3 displays the overall SPN model. The model is built on the interactions between six SPN blocks or
sub-networks. The first three blocks (A, B, C) are the model’s interface for stage 1, stage 2 and stage 3
(according to Figure 1 definitions), respectively. Block “B1” models the erosion process and its impact on the
internal coating degradation which accelerates the corrosive process. Block “C1” is assigned to the corrosion
control and mitigation actions. It captures the scheduling of pipeline servicing such as pigging and draining, as
well as corrosion mitigation such as the cathodic protection and chemical treatment. The variation of the
interval between operations and their first-time commencements will cause changes in the model variables.
Subsequently, rates such as corrosion rate (CR) and corrosion control rate (CCR) will change accordingly.
These changes make the model dynamic to the variations of the coating damage level, erosion process and
pipeline servicing and inspection. Table 1 summarizes the dependencies between the PN main evolutive
rates.

Table 1: Summary of the main evolutive rates and their details.

Main Estimated
Evolutive  Meaning value Variables affecting the rates Relevant sources
rates
Coating CDR = f (residual stress, flow, fluid viscosity
CDR degradation 1 x 10°  and composition, surface roughness, (Papavinasam et al. 2004)
rate penetration resistance)
Erosion 4 . .
EMR - x 10 EMR = f (fluid turbulence, shear stress) (Ossai, 2012)
mitigation rate
. _ . . (Islam et al. 2013; Ossai
AGR Aggravation 6 x 10 AGR = f (residual stress, fluid turbulence, 2012: Papavinasam et al.
rate shear stress)
2004)
Debris 4 _ . .
DER x 10 DER = f (debris source, fluid turbulence) (Svedeman & Kuhl, 2018)
entrance rate
Corrosion 4 CR = f (metal conductivity, fluid chemistry, (Glass, Page, & Short,
CR 1x10 .
rate coating, temperature) 1991)
CMR C(')I"I‘OS'IOI‘I x 102 CMR = f (cathodic protection, chemical (Neville & Wang, 2009)
mitigation rate treatment)
Corrosion CCR = f (corrosion rate, process anomalies,
CCR 1.6x10™ servicing, cathodic protection, chemical (Neville & Wang, 2009)

control rate
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Figure 4: Resilience curve for pipeline corrosion control.
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Figure 4 provides a schematic presentation of the system performance in term of decrease in pipeline wall
thickness. The latter is a measurable performance, and it provides a clear understanding of the level of
corrosion. The generated data from the SPN model, illustrated in Figure 4, allows the calculation of dynamic
resilience metrics. The control mitigation point (CMP) corresponds to the moment when the corrosion control
actions successfully reduce the corrosion rate, thereby decelerating the loss in wall thickness. The CMP and
the following trend capture the positive effect of the corrosion control strategy in term of pipeline life extension
as demonstrated in Figure 4.

The absorptive capacity (AB) depicts the ability of the system to absorb the disruption and decelerate the
corrosive process. It is expressed in Figure 4 by the area limited between the “S” and “M” scenarios following
equation (2). The developed formulas are inspired from the work of Ayyub (2015).

ft‘: S(t)dt - ftj M(t) dt
ff W(t) dt

Absorptive capacity =

()

J7S(tydt - [ M) dt
Dynamic adaptive capacity =— : <
ftT W(t) dt

@)

[s(tydt
Restorative capacity = ————— (4)
few(dt

Ty + DAB AT.. +DAD ATy. +DRS ATy,

Dynamic Resilience =
y T+ ATy +AT, +AT,

®)

The adaptive capacity (AD) is the gain in pipeline lifetime due to the adoption of proper corrosion control
actions. At this stage, the pipeline survives while operating on low performance. The restorative capacity in the
case of pipeline corrosion is mainly represented in terms of pipeline replacement.

Table 2: Generated results in term of Resilience metrics.

Resilience metrics Calculated value
Absorptive capacity 13.3%
Adaptive capacity 8.7%
Restorative capacity 83.3%
Resilience 22.9%

The obtained resilience metrics, in Table 2, reveal good performances of the system. Those metrics should be
analyzed and compared in terms of cost of investment and return or savings in potential direct and indirect
losses such as pipeline replacement at an early age (e.g. M scenario) or pipeline failure (e.g. F scenario). This
part is discussed in.(Ayyub, 2015). For more details, the reader is directed to aforementioned paper.

4. Conclusion and Further Work

This paper introduced the concept of dynamic resilience modelling as a dynamic approach to quantify
resilience and resilience metrics under varying conditions while handling the stochastic processes that interact
with the system and can impact its performances. The application of the proposed approach to the pipeline
corrosion control problem demonstrated its applicability and efficiency. The approach would help prioritize
action to prevent and control corrosion prior to the failure stage or the equipment replacement at an early age.
Further work needs to be done to optimize this SPN based approach. It is worth noting that the uncertainty
analysis and the economical aspect of resilience engineering were not discussed in this work. This will be
incorporated in an upcoming paper.
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